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This manual is designed and written for all participating members of a Security Control Project Implementation Team.  Physical Plant, Residence Life, Building Coordinators, and Campus Public Safety are the process owners and they shall have representatives on the team.  Physical Plant shall provide hardware technical solutions, provide, install and maintain the hardware and data base.  Campus Public Safety shall provide the overall security plan.  Department Heads, Building Coordinators and Residence Life shall coordinate customer requirements within their respective areas of responsibility, the framework of the capability of the hardware and the security plan. The term “Building Coordinator” as used in this policy is the Director of Residence Life, faculty or staff member appointed by the Vice President, Administration and Finance.      

This program shall apply to the campus community, contractors, vendors and all others who require keyed access to Marietta College buildings and support areas including building services closets, mechanical and electrical rooms.  A copy of this procedural handbook shall be provided to all participants to understand the entire program and how the others interface into the total project.  

Each recipient of this manual is asked to read through it to gain an understanding of the total program as well as their individual duties and areas of responsibility.  Comments should be provided to the Director, Physical Plant.  

This handbook is designed and presented as both a guideline (step by step) manual for new project implementations as well as a reference manual for individual procedures.

SPECIAL NOTE: Holders of this manual are asked to understand that the procedures outlined are in continuous development. As such, there may be times when portions of this handbook are updated in order to streamline daily processes.

All users of this handbook are urged and welcomed to input suggestions for improvement as experiences find better methods.  Please feel free to contact:

Mr. Fred Smith

Marietta College

Physical Plant

213 4th Street

Marietta, OH 45750

Phone:  
x4367

Fax:

740-376-4409

E-mail:
smithf@marietta.edu
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Marietta College Guidelines
This manual sets forth the security policies and procedures required by Marietta College to protect its employees, students, and property. 

The purpose of the Marietta College Mechanical Key Control guidelines is to reduce the risk of loss, damage or injury from vandalism, sabotage, espionage, arson, internal and external theft, natural disasters and violence.  Fire, safety hazards, accidents and emergency medical situations must also be considered in planning the security program, although other administrative policies deal more directly with these problems.

Security and access control should be evaluated and managed as an entire system that may include the following:








Locks and keys








Electronic Access Systems (E.A.S.)








Access control attendants








Cameras and video recorders (including monitors)








Security alarms (e.g., Door alarms, motion sensor alarms, etc.)








Identification (ID) cards








Safes








Lighting

It is the responsibility of Campus Public Safety to understand and maintain a secure environment.  This handbook is devoted to Marietta College’s procedures regarding mechanical locks, keys, and padlocks.

Process Guidelines (Lock Systems)
· Controlled Doors: Mechanical lock and key controls should be provided and in place to control all perimeter (exterior) doors.

· Maintaining Controlled Doors:  Gates and doors to secured areas must never be propped open nor may their locks, latches or frames be altered in any manner that would prevent them from closing or locking as originally designed.  

· Issuance of Access Media: The Vice President for Administration and Finance, the Provost, and the Director of Residence Life shall authorize the issue of keys and other access media to staff, academic and student life facilities respectively.  The Vice President and the Provost have delegated routine authorization to their Department Heads and designated Building Coordinators. Physical Plant shall issue mechanical locks, keys, and padlocks and maintain the data base of issues made.  The Campus Public Safety Office is responsible to oversee the proper authorization, dissemination, and control of all issued access media.

· Loss of Access Media:  The loss of any key must be reported immediately to the Campus Public Safety Office.  The loss should also be reported to the Resident Assistant, Resident Director, or Department Chair, as appropriate.  Campus Public Safety shall investigate and determine if it is necessary to rekey the affected locks.  If the loss is determined to be preventable, the actual costs to re-key shall be charged to the department that lost the key. 

Terminated Employee KeyHolders:  At the end of their employment or contract, terminated key-holders must return all keys and other access media to their Department Head.

· InstaKey® System – An Overview
InstaKey® is the brand name of Marietta College’s supplier for the key control management system to be used throughout the Marietta College campus.  The InstaKey system includes mechanical lock cylinders, keys, software, and administrative procedures.  Its total program orientation is a fully computerized key control program designed to:


   -
track all existing - mechanical keys;


   -
prohibit unauthorized key duplication; and 


   -
allow Marietta College’s Physical Plant to re-key a lock cylinder by simply using a special patented key provided to them by InstaKey.

How InstaKey Works:
   •
Rekeying a Lock Cylinder:  The InstaKey System uses a patented method of rekeying (changing) the combination of a lock cylinder.  A single turn of its patented "step change key" (available through InstaKey) will shear off and remove a small wafer thus changing and recombinating the cylinder.

   •
Preventing Unauthorized Duplicates:  InstaKey utilizes highly restricted keyways in conjunction with a tightly controlled "licensed" dealer network in order to assure users of the InstaKey system that unauthorized key duplication is virtually eliminated.  Under the InstaKey program, duplicating Marietta College’s keys is limited to controlled and authorized channels only - channels defined in detail within this handbook.  

   •
Controlling Existing Keys:  Every key produced by InstaKey for Marietta College bears a unique serial number.  InstaKey then uses InstaKey’s copyrighted Records Management Software to track every key disseminated amongst its Marietta College authorized key holders.  Distributed keys can now be accounted for (by individual, by door/building it fits, etc.). Recognizing a security breach or need to rekey is now a simple matter of auditing disseminated keys.

The Records Management Software, active data base, cores and keys shall be held and maintained by Physical Plant.  Physical Plant alone shall cut and issue keys, and re-key lock cylinders.     

Terminology & Acronyms
The following is a selection of terminology that is commonly used within Marietta College’s mechanical key control system and InstaKey.  Recipients of this handbook are urged to familiarize themselves with these common terms and acronyms.


InstaKey 

 

InstaKey reviews, confirms, verifies and processes all authorized Marietta College access control requests from Physical Plant (e.g. mechanical keys, cylinders, etc.).


CPS




Campus Public Safety is the entity responsible for the security and safety of the campus as well as reviewing and auditing key holder’s accesses.


cylinder (Plug)

That portion of a lockset that accepts a key.  When properly combinated to the cuts in the key, the cylinder plug will rotate thus operating the lock. 


grand master key
The 3rd level key(s) of a three level master key system whereby this key operates all cylinders in the key system.  Grand Masters typically operate doors in multiple buildings.  The Provost, Vice President of Administration and Finance, or the Residence Life Director must approve the issue of Grand Masters to faculty, staff, and Residence Life staff respectively.      


keyed alike (ka)

Multiple cylinders pinned to the same combination such that one operating/user level key will operate all the Keyed Alike cylinders


keyed different (kd)
Multiple cylinders pinned to different combinations from each other such that each combination requires a unique user level key to operate.


keyholder


A Marietta College employee/student/contractor specifically authorized to carry/maintain a mechanical key for a Marietta College site/door.


lock / lockset

A device which prevents access (e.g. door knob or lever handle that mounts in a door and latches the door into the door frame).


loaner key


A key authorized by the Department Head and controlled by Physical Plant intended to be loaned (not given) to an authorized individual for no longer than 30 calendar days after which they are to be returned to the Physical Plant locksmith.


master key


The 2nd level key(s) of a three level master key system whereby this key single master key operates a multiple number of keyed different cylinders specifically combinated in groups.  A Master Key typically operates multiple doors in a department or a building.  Department Heads must approve the issue of their department Master Key.  Physical Plant can provide a “Trapper”, which allows one master key to be secured in an office and accessible to multiple users.


master key system
A key system is a set of mathematical combinations that coordinates the cuts in a key to the pinning configuration of a lock cylinder.  A Master Key System is one whereby those combinations are configured in levels such that:








   -
at the lowest level (user key level), a key opens a cylinder or group of keyed alike cylinders;








   -
at the 2nd level (master level), a single key operates a number of keyed different cylinders grouped under that master; and 








   -
at the 3rd level (grand master level), a single key operates all lock cylinders of all master key groups of keyed different cylinders.
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operating key 

Same as A User Key.


permanent key

Mechanical keys entrusted to an authorized Keyholder until such time as the Keyholder no longer requires access to associated facilities.


rekey




To rekey is to change a lock cylinder(s) or combination such that keys that used to open the lock or cylinder will no longer work.


step change


The act of “rekeying” an InstaKey cylinder.  InstaKey alters the cylinder combination by going from one step to another step.  Each Marietta College cylinder is configured by InstaKey with a number of programmed step changes (rekeys) built in.

 
step change key

A unique patented key (has a rectangular notch in the base of the key) which, when used in its designated lock cylinder(s), will allow the InstaKey cylinder to be rekeyed/recombinated.


user key



The lowest level of a master key system whereby a single key operates a single cylinder or group of keyed-alike cylinders.  Also called an operating key.

Key Issuance Process
Background:
In order to assure the integrity of Key Management Control Program (deemed critical to the overall security of Marietta College’s sites, staff, and service), formal procedures have been instituted for issuing keys to potential Keyholders.  This process, although seemingly filled with steps, is quite simple and efficient.  

Turnaround on new keys (request to issuance) is typically 3-5 days with expediting possible for urgent situations.  To efficiently process requests for new keys, each step defined below must be handled in accordance with the outlined procedures.  Failure to complete a portion of the form, route it in the proper direction, failure to obtain authorization signatures, etc. can and will cause delays.  The Physical Plant Director is responsible for insuring that any new key request be complete (information and authorizations) before any new key is produced.

Rules:


Request for Building Access Forms must be filled out completely and legibly (all sections) and submitted via a Work Order Request for tracking purposes.



All key requests must bear proper Marietta College authorizations and follow the Key Control Guidelines.

Process:






Loaner Key Process
Background:
The Physical Plant Office has a key cabinet that contains a predetermined number of keys for the buildings on Campus.  Each key is affixed to a numbered tag that is recorded and listed in a log for the Physical Plant’s use (see Loaner Box Key Inventory report - page 6-2).

 
The Physical Plant Office is accountable for all keys in the cabinet.  As such, cabinets, their contents and associated paperwork are to be handled with the same security consciousness as key holders are expected to use in their own keys.


Typically loaner keys will be used by vendors, contractors, inspectors who require access to non-sensitive areas, mechanical or electrical systems to perform their work.    

Rules:


Loaner keys are issued to authorized individuals requiring access to a specific site(s) for a period not to exceed 30 days.  If access is required for longer than 30 days, the Department Head will process a new Key issuance rather than a loaner key.



Administrative paperwork relative to this loaner key process must be maintained in a "real time" mode at all times (logs, Access Request Forms, tickler files, etc.).

Process:



  Issue Loaner Key







Receive Loaner Key
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Transfer Key Process
Background:
This process was designed to facilitate the issue of keys at the Department level to students and others who need periodic access to non-sensitive areas.  Examples:  (1) Residence Halls situations where rooms keys are issued to the Director of Residence Life or Director of Summer Camps and Conferences and transferred to a Resident Assistant Duty Key Ring, or room resident.  The issuing Director is then responsible for the key until it is returned to Physical Plant.  (2) Academic and Administrative situations where a student needs access to a special projects space or work area during the academic year.  The issuing Department Head is responsible for the key until it is returned to Physical Plant.     

Rules:


This process is used ONLY when keys are to be reissued by the Director of Residence Life, Director of Summer Conferences, and Department Heads to their staffs, residents and students.  The Director/Department Head may designate staff to perform the function however the Director/Department Head shall remain responsible and accountable.   

Process:
1.
Departing Resident or Staff Employee Returns Key to the Director/Department 


Head
Key in Dierctor’s possession until reissue 
2.
New Potential Keyholder

· Fills out & signs Transfer Form 

· Forwards to Director /Department Head

3.
Director/Department Head 

· Records key serial number on Form 

· Checks "Key Transfer" on Form

· Signs Form

· Hands key to New Keyholder

Broken/Discarded Key Process
Background:
There will be times when keys will break or keys will be deemed as no longer useful.  In both cases, the Physical Plant is required to receive the old key (or key bow of broken key - that portion bearing the serial number) in order to permanently record the elimination of the key.  Until such time as that occurs, the individual currently on record for such key remains accountable for that key.

Rules:


All broken and/or discarded keys MUST be returned to the Physical Plant.



No replacement key will be issued until the Physical Plant receives broken key or the Campus Public Safety investigates.  

Process:
1.
Broken/Discarded Key Sent To The Physical Plant
· Key (or key bow) is accompanied by a request form indicating it is to be discarded or replaced

· Note is to be signed by sender

2.
Physical Plant Receives Key
•
Records elimination of key

IF KEY NEEDS REPLACEMENT (Broken Key)
3.
Physical Plant Processes a New Key Order
•
Has new key delivered to the Main Office for dissemination of key

then
4.
Physical Plant Main Office
· Notifies requesting party of order completion
· Verifies identity of  requesting party picking up key
· Receives signed Key Receipt from requesting party to verify that key issuance has taken place.  
Lost/Stolen Key Process
Background:
There will be instances where a Keyholder reports his/her key(s) as lost or stolen thus necessitating a need to review the situation for security vulnerability.  The security team (Resident Director / Department Chair, Campus Public Safety, and the Physical Plant) will need to determine vulnerability and appropriately determine whether a rekey is required or simply a replacement of the lost/stolen key.

Rules:
· Lost/Stolen key must be reported to the Campus Public Safety Office within 24 hours of event.

· Security Team will immediately investigate and make rekey or reissue key decision accordingly.

· The key holder’s Department shall be responsible to reimburse the Physical Plant for all costs associated with the re-keying process.   

Process:
1.
Lost/Stolen Key Reported to Campus Public Safety (by Keyholder) within 24 hours
3.
Security Team Makes Decision to Rekey Locks or Reissue Key
· If Rekey, refer to Rekey Process

· If Reissue Key, refer to Key Issuance Process

2.
Campus Public Safety Office
· Notifies Resident Director / Department Chair

· Coordinates meeting/investigation of security team

Auditing Process
Background:
From time to time, there will be situations where a physical audit of issued keys will be required to insure that the perpetual nature of the record keeping and administrative programs are accurate.  Mandatory and scheduled, system-wide audits will be conducted in accordance with Marietta College’s Mechanical Key Control Guidelines.  Periodic audits on a lesser scale (building, department, door, etc.) may occur when Campus Public Safety and/or Campus Administration deem it appropriate.   

An audit itself is nothing more than receiving a list of expected/recorded keys from the Physical Plant and physically verifying the existence of those keys in the hands of the Keyholders. Changes and/or discrepancies are then noted on that listing and returned to the Physical Plant for reconciliation.

Rules:


Resident Directors and Department Chairs are required to conduct audits within scheduled audit time frames.



Key audits are serious matters relative to the overall effectiveness of Marietta College’s security program.  Physical verification of a key’s existence in the proper Keyholder’s hands is imperative.

1.
Security Procedures or Campus Public Safety Determine Need for Audit
Process:
2.
Physical Plant Prepares Appropriate Lists of Keyholders. 
· By Resident Director or Department Chair (whichever is required)
· Forwards lists and instructions to effected party and Campus Public Safety

4.
Resident Director / Department Chair
· Confirms keys

· Notates all discrepancies

· Forwards completed audit to Campus Public Safety

5.
Campus Public Safety and Physical Plant
· Reconcile differences between physical audit and perpetual records

3.
Campus Public Safety  
· Notifies Resident Director / Department Chair of the audit

ReKey Process
Background:
From time to time, there may be a need to rekey some number of cores due to lost keys, stolen keys, or other requirement set forth in Marietta College’s Mechanical Key Control Guidelines.  The affected security team (Resident Director/Department Chair/Campus Public Safety/Physical Plant) will make the decision to rekey and at what level (Grand Master, Master, or User Key level).

Upon such decision, the Physical Plant will prepare paperwork and required keys to conduct the rekey itself.  Campus Public Safety shall review and approve the paperwork.  New keys (to affected keyholders only) will be distributed like normal new key issuance processes prior to the actual rekey.  The security team will then develop the procedures and coordinate the actual step changing of affected cores.  

Rules:
· Rekeys will be conducted by the Physical Plant in accordance with Marietta College’s Key Control Guidelines.

· The key holder’s Department shall be responsible to reimburse the Physical Plant for all costs associated with the re-keying process associated with missing, lots or stolen keys.  

1. Security Team Makes Decision to Rekey 
· Determines level of rekey required (Grand Master, Master, User)

Process:
2.
Physical Plant Prepares Appropriate Lists of Keyholders & Cylinders 
· Processes Work Orders for new keys insuring that shipment of keys is like new key issuance program -directly to Resident Directors / Department Chairs

3.
Resident Director / Department Chair Issue New Keys 
· Using same procedures used for New Key Issuance

4.
Physical Plant Step Changes Relevant Cores
Recore Process
Background:
Same as Rekey Process as it relates to need.  However, recoring is required when there are no longer any InstaKey Step Changes remaining in the installed core.  When and if this is the case, the same procedures used in a rekey will be used for preparation and dissemination of keys.

Physical Plant will install new cores similar to the manner used in a new system implementation. 

Rules:

Same as rekey process.

Process:

Same as Rekey Process and Core Installation Process.

Marietta College Request For Building Access

1)  Type of Request:        

       (Check One) 
 FORMCHECKBOX 
 New Key 

 FORMCHECKBOX 
 Key Custody Transfer

         Stamped Key Serial Number: F _ _ _ _ _ _ 
2)  Date of Request:__________________

APPLICANT INFORMATION:

3) Last                                                                 First                                     MI


4) Department / Student ID



5) Phone


6) Budget #



7)  FORMCHECKBOX 
 Employee

     FORMCHECKBOX 
 Student

     FORMCHECKBOX 
 Other (Please Specify) __________________________
8) If Other, please provide Company Name:

9) By signing, applicant agrees and is aware that any key(s) issued is property of Marietta College and can only be used by an employee/student of active status.  Key(s) must be surrendered upon request or termination of employment.

APPLICANT SIGNATURE:
DATE:

KEY INFORMATION:




10) Area of Access (Check Only if Area Master Key(s) is Required) .  Master Keys must be approved by the Department Head
11) REASON FOR ACCESS.  As a minimum, state department, job title, full time or part time employee, building and office that you have been assigned to) 



 FORMCHECKBOX 
 Parsons/Timblin Dormitory Area Access



 FORMCHECKBOX 
 Freshman Quad Area Access



 FORMCHECKBOX 
 Theme Housing Area Access



 FORMCHECKBOX 
 Administration Area Access (North 5th St)



 FORMCHECKBOX 
 Administration Area Access (South 5th St)



 FORMCHECKBOX 
 Mechanical Room/Area Access





12) AREA ACCESS/LOCATION ADDRESS  (THIS INFORMATION IS MANDATORY-SECTION MUST BE COMPLETED.  Access should be the minimum to perform assigned work.  Write out the building name and room numbers that you are requesting keys for.)









APPROVAL:

13) Marietta College Department Chair / Resident Director
Check to Approve Access Type:

Print Name: __________________________ Phone:_____________________________
 FORMCHECKBOX 
 Specific Door Access

Signature:
 FORMCHECKBOX 
 Building Access

Completed form, including required signatures and area access/location address info, should be forwarded to the Physical Plant for processing





LOANER KEY LOG
KEY SERIAL #
ASSIGNED TO: 

Name, Company, Phone #
SIGNATURE
DATE OUT
DATE IN















































































































































































REPORTS: Available Upon Request
The InstaKey Records Management System is written in Microsoft’s Access thus allowing for virtually an unlimited combination of report requests, sort orders, etc. 

Typical Reports (already formatted and available):



All Keyholders In a Defined Area (alpha sort)


   •
Defined Area could be Marietta College Area, Zone, particular building, etc.



   •
Useful for general auditing situations



All Keyholders In a Defined Area (serial # sort)


   •
Same combinations as alpha report



   •
Useful as cross reference to alpha sort report



All Keyholders by Type of Keyholder (by requested sort order)


   •
Employee



   •
Vendor/Contractor



   •
Keyholders w/Grand Masters, Masters, or Single Site Keys



   •
Combinations of the above



Individual Key History


   •
The history of a particular key (person to person transferring)



Individual Keyholder History


   •
The history of a particular keyholder (keys held over time)



Site/Door Inventory Reports


   •
List of all sites/doors in area, zone, etc.



   •
List of all doors operable by a particular key (user, master, grand master)



Rekeying History


   •
Reports indicating number of times (when) doors were rekeyed

MARIETTA COLLEGE








Physical Plant


Reviews all elements of Form  – incomplete or illegible Forms will be returned for correction.


Processes work orders for key(s) insuring quality assurance.


Cuts key(s) for what is required


Verifies delivery of key to the Main Office of the Physical Plant. 





Potential Keyholder


Discusses need for access with the Resident Director, Department Chair, or Building Coordinator.


Obtains Building Access Request.  The Form is attached to this policy or may be obtained from the Physical Plant Office.


Completes Sections 1-12 of the Form including signature


Forwards Form to Authorizing Agent





Authorizing Agent:  


Resident Director / Department Chair/Building Coordinator 


Reviews Request Form


Approves the Request Form via signature


Forwards the Form with a Work Order Request to Physical Plant 


Performs keys audits as directed by Campus Public Safety








Campus Public Safety


Investigates all missing, lost or stolen keys and determines need for re-keying 





Physical Plant Main Office


Notifies requesting party of order completion


Verifies delivery of key to the requesting party


Receives signed Key Receipt from requesting party to verify that key issuance has taken place.  





Physical Plant Main Office


Notifies requesting party that the key is ready for pickup at the Physical Plant.  


Verifies identity of  requesting party picking up key


Receives signed Key Receipt from requesting party to verify that key issuance has taken place.  





1.	Keyholder Returns Key in allotted timeframe





Loaner Key Candidate


Discusses need with the Physical Plant Office


Completes the Building Access Request Form.





Physical Plant Office  


Verifies Form / Approves Request


Locksmith Issues Key


Logs entry in Key Cabinet Log and obtains signature receipt


Files form and key receipt in 30 day tickler file.





Physical Plant Office


Confirms key number


Retrieves paperwork from tickler file


Obtains signature from keyholder verifying return of key


Logs entry in Key Cabinet Log


Files paperwork in permanent file


Places key back on proper hook.





Campus Public Safety


Upon request, checks validity of Potential Keyholder (valid employee/student/vendor) and need for key (duplicates prohibited)


Forwards approved Request Form to the Physical Plant locksmith


Investigates all missing, lost or stolen keys and determines need for re-keying 





1.	Keyholder Returns Key in alotted timeframe





Loaner Key Candidate


Discusses need with the Physical Plant Office


Completes the Building Access Request Form.





Physical Plant Locksmith 


Verifies Form / Approves Request


Issues Key


Logs entry in Key Cabinet Log and obtains signature receipt


Files form and key receipt in 30 day tickler file.





Physical Plant Office


Confirms key number


Retrieves paperwork from tickler file


Obtains signature from keyholder verifying return of key


Logs entry in Key Cabinet Log


Files paperwork in permanent file


Places key back on proper hook.









_984201813.unknown

_984201815.unknown

